








Q
&
S
&
<
&
5
S
g
3
o
=
5
@
o
3
>
>
2
1
o
k-l
3
o
€
H
3
a

A [l ||||[||1|'l ‘ ||I i ‘ k
5 |:\ [" "I‘.I'I |.||| 'I'Ill"i: I\\"' ! "' Wllb i H ul I]| Inl i 'l\nlp |[|'|:||‘u\|||nl 09
! i' L J RN W HI'IIH
1 ||H| " |\||||u|n||||| |
10 |‘:: |‘|I I,nullupl‘||Il:ll'\l||u IW” !(Il lllm ihlx'n“w ||\w||| ihi ||||m‘ n|||‘|I o8
15 L l‘llllnl ﬂ& u || ) ! "r ¥ [ 197
g 20 L :‘”I “"‘\!: n’ “I |I los
1S 1l |||\||m|||||*
2 25 I ||” I pﬂ 05
2
8 30 10.4
(4]
35 03
40 02
45 0.1
01/73 12/76 01/81 10/84 09/88 09/92 07/96 06/00 12/03 ’
Years
B ] ORI 1 H 1
5 i “ ‘II”H Inlllnl M I|||||I'|l'l"il|1'fp"W il |1|:|
\ I u'.'.'wﬁ.lirv;wq.‘%a" .'ﬂ.'\'."u'f" '.'I"" -
10 I | I‘I ||lr\|\ ||’| || " |||-||| ||i 08
0! ||| || |
15 ||\|'| | Hllr l r 1o,
N ‘ [ d\ 11 \w o
© 20 R TR H| ‘ m L o,
-g : 1 ||I ‘II |:“I|: [uvuj nlllrl‘i“‘ﬁhl .
é 25 v gl i I SRR T‘ ] 05
% T ! I\Hll\ll\
S 30 I 1 L o4
Z .u.l..uﬁwwlwmw
35 il | i
|m‘m|u m i -
40 02

N
a1

50
01/73 12/76 01/81 10/84 09/88 09/92 07/96 06/00 12/03
Years

Fig.2. Prediction accuracies for DMF records with January 1973 to December
2003 birthdays across the 50 states. (A) Ratios of ANGNs (first 5 digits) accu-
rately predicted. (B) Ratios of complete SSNs accurately predicted with <1,000
attempts. In each quadrant, columns represent months, and rows represent
states (sorted by their 1973 births, lowest to highest). The colors in each cell
represent ratios out of monthly SSN counts.

For the last 4 digits, we considered a brute-force matching
algorithm where, for each target SSN, the attacker tries out the
predicted ANGN and SN combination, before increasing and
decreasing the SN by 1-integer steps for the subsequent attempts,
while keeping the predicted ANGN constant. Under this algorithm,
10 or fewer attempts per target are sufficient to match the complete
SSNs of ~0.01% of all DMF records with dates of birth between
1973 and 1988, and ~0.1% of all records with dates of birth between
1989 and 2003. Those are weighted averages; prediction accuracies
are as high as 5% for certain years and states (such as Delaware,
1996), corresponding to ~1 of every 20 SSNs issued in those years
and states identifiable with 10 or fewer attempts.

Nationwide, the weighted mean of the percentage of whole SSNs
that can be matched with 100 or fewer attempts is 0.08% for records
with pre-1989 dates of birth, and 0.9% for those with post-1988
dates of birth. Yearly accuracies rise >10% for some smaller states.

Finally, <1,000 attempts per target are sufficient to match the
entire SSNs of 0.8% of all records with dates of birth between 1973
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and 1988, and 8.5% of all records with dates of birth between 1989
and 2003 (Fig. 2B). A successful identification of an entire SSN with
<1,000 attempts makes that SSN comparable with a 3-digit (and,
therefore, highly insecure) financial PIN. For smaller states and
recent years, the percentage rises >60%—with some of our pre-
dictions matching complete, 9-digit SSNs at the very first attempt.

In practical applications, SSNs are often used as authenticators
in inquiries processed by credit reporting agencies (CRAs). Because
consumer credit reports contain errors and inconsistencies, CRAs
are known to accept as valid even inquiries where just 7 of 9 SSN
digits are actually correct (17). This implies that, for some practical
purposes, the prediction accuracies we reported may be conserva-
tive by 2 orders of magnitude: With just 10 or fewer attempts per
target, the inquiries associated with 9.2% of all SSNs issued after
1988 could be accepted as valid by CR As and 29.1% of those issued
in the 25 states with fewer births.

Discussion

The prediction accuracies we have reported pertain to more than
half a million DMF records of deceased individuals. However,
the same assignment patterns detected over DMF records also
apply to the SSNs assigned to alive individuals: Over short
periods of time (such as the windows we used in our calcula-
tions), mortality rates do not significantly differ by dates of birth
(18). This implies that the DMF data are, by and large, a
representative subset of the overall SSN-receiving population,
and the prediction accuracies we presented also apply to alive
individuals whose birth data were available.

Therefore, an alternative way of interpreting our results
consists of extrapolating from the prediction accuracies over
DMF records for deceased individuals to the US-born popula-
tion of individuals still alive. In this case, by moving from left to
right in both quadrants of Fig. 2, we get a sense of the
predictability, by state, of the SSNs of younger and younger
individuals. Under the hypothetical assumption of complete
availability of birth data, the first 5 digits of 26 million SSNs for
individuals born between 1989 and 2003 may be correctly
matched at the first attempt (in addition to ~4 million of those
born between 1973 and 1988); and almost 5 million complete
SSNs may be matched with <1,000 attempts (in addition to ~1
million of those born between 1973 and 1988).

Statistical predictions of windows of possible SSNs, however,
do not amount, alone, to identity theft. The likelihood that
probabilistic inferences can translate to actual SSN identification
is a function of several parameters, including the availability of
targets’ birth data, the availability of services an attacker can
exploit for repeated attempts to match the targets’ SSNs, and
those services’ ability to detect and halt such attempts. Inaccu-
rate or unavailable birth information, or the attacker’s inability
to complete repeated attempts, will reduce the accuracy of the
predictions and the number of individuals’ SSNs under actual
threat compared with the DMF estimations.

Dramatically reducing the range of values wherein an SSN is
likely to fall, however, makes identity theft easier to perpetrate.
A party who attempted to guess someone’s SSN randomly would
face poor success odds: Without auxiliary knowledge, the the-
oretical entropy of an SSN can be estimated at 30 bits (in logy).
The more granular knowledge of the assignment scheme that we
have shown to be inferrable significantly decreases that entropy
(for some states, down to 11 bits). When 1 or 2 attempts are
sufficient to identify a large proportion of issued SSNs’ first 5
digits, an attacker has incentives to invest resources into har-
vesting the remaining 4 from public documents* or commercial

*Recent legislative initiatives have focused on restricting the public usage of only the SSNs’
first 5 digits, allowing the last 4 to remain associated with names in public documents (see
www.ncsl.org/programs/lis/privacy/SSN2007.htm).
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services.¥ More importantly, when <10, 100, or 1,000 attempts
are sufficient to identify complete SSNs for massive amounts of
targets, brute-force attacks replicating the algorithm we pre-
sented in the previous section become economically plausible.

Attackers can exploit online services as oracle machines (19),
testing subsets of variations predicted by the algorithm to verify
which SSN corresponds to an individual with a given birth date [a
practice called “tumbling,” consisting of slightly changing numerical
details in fraudulent credit applications (such as address numbers
and SSNs), has been documented by IDAnalytics (20)].

* “instant” credit approval services [such as plentiful online
credit card issuers—including those specifically targeting in-
dividuals with poor credit (21); wireless carriers; or instant
lending services (22)]. These services require information
such as applicants’ names, dates of birth, and SSNs to screen
credit or service applications, thus offering an attacker a
means to verify variations of predicted SSN;

* sending mass spear phishing emails (23) based on social
engineering (24). Such emails would include the target’s first
5 or 6 SSN digits to elicit a revelation of the remaining digits;

* the SSA’s own SSN Verification Service (www.ssa.gov/
employer/ssnv.htm) and the Department of Homeland Secu-
rity’s E-Verify system (www.uscis.gov/e-verify), 2 antifraud
initiatives that allow employers to verify large numbers of
employees’ SSNs at a time. They could be abused if an attacker
succeeded in impersonating companies’ representatives or
self-employed individuals.

Although defense mechanisms to detect repeated abuses are
in place at those services [for instance, the SSNVS tracks
incorrect attempts at verifying SSNs, and financial institutions
blacklist (for various days or months) IP addresses originating 3
or more failed logins or transactions (25)], “botnets” of com-
promised computers (26) allow attackers to test—cheaply and
covertly—vast numbers of variations of targets” SSNs, strategi-
cally distributing simultaneous attempts across services, com-
promised machines, and target accounts. A rational attacker
would focus on SSNs issued in states and years with higher
prediction accuracies, taking advantage of the lack of a central-
ized, real-time system for the notification of hits and flags on
credit account requests (27), as well as of the fact that, unlike
traditional passwords, SSNs cannot be blacklisted after failed
attempts, nor changed to avoid future fraud (28).

Consider, for instance, an attacker who rented a small botnet
(10,000 IP addresses) to apply for credit cards impersonating
18-year-old West Virginia-born U.S. residents (whose state and
dates of birth he has obtained from commercial databases).
Assuming that an IP address gets blacklisted by an online credit
card issuer after 3 incorrect attempts, that the criminal distrib-
utes his or her attacks across 20 issuers and can find birth data
for 50% of the potential targets, and that inquiries with the
correct first 7 of 9 digits are sufficient for a CRA to answer with
a positive match in 50% of the cases, he could harvest credentials
at rates as high as 47 per minute, obtaining ~4,000 credentials
within 2 h before his or her IPs are blacklisted [our estimates are
based on the prediction accuracies calculated over DMF records
for the corresponding year and state and constrain the number
of attempts to stay within 10% of the daily volume of CRA
inquiries [estimated at 4 million by the FTC in 2004 (17)]. After
that, he could wait for the blacklist period to expire or rent a
different set of botnet machines. Estimates for the total number
of bots worldwide range from as low as 800,000 (26) to as high
as 5 million (29).

SIn the practice known as “pretexting” (5), criminals contact financial services and use
information already available to them—such as names and partial SSNs—to learn the
remaining SSN digits.
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The profitability of such operation depends on various factors.
Breaching large organizations’ databases to harvest personal data
can produce massive amounts of credentials but often requires
significant logistical and technical efforts (for instance, see ref. 30
on the TJ Maxx breach). On the other hand, automated vast-scale
cyber-attacks based on distributed computations, or mass-scale
harvesting of personal data and affordability, are becoming more
common (31) because of the availability and affordability of bot-
nets. Botnets are easy to program for repeated online applications,
and they are economical: Although estimates vary, controlling
10,000 IPs for a day could cost as little as $1,000 (32). The data
necessary for the predictions is, itself, widely available: SSN pre-
dictions do not require knowledge of someone’s birth zipcode but
just his or her state and date of birth. Whereas SSNs are becoming
harder to purchase in the open market (8) and less available in
public documents (33), mass amounts of birth data for U.S.
residents can be obtained or inferred—often for free or at negli-
gible per unit prices—from multiple sources. They include data
brokers (such as www.peoplefinders.com, which sells access to birth
data and personal addresses for “almost every adult in the United
States”); voter registration lists (for most states); online free people
searches (such as www.zabasearch.com); as well as social network-
ing sites: Our estimates indicate that at least 10 millions U.S.
residents make publicly available or inferrable their birthday infor-
mation on their online profiles. An attacker may not even need birth
data: The rise of synthetic identity theft (where fake names
are combined with real SSNs and birthdates) suggests that a
correspondence between birthdate and SSN can be sufficient to
pass the screening of CRAs, even when names or addresses do
not match those in the credit reports (21, 22). Our results show that
such correspondence is inferrable even without knowledge of the
target’s name.

These aspects are further discussed in ref. 34. There, we present
an illustrative application of the prediction algorithm in which we
infer alive individuals’ SSNs based on public information we mined
from a social networking site. To illustrate the actual threat of
combining public records to infer sensitive information, we used
DMEF data as the analysis set to extract the most-frequent ANGNs
and the SN regression coefficients for the range of states and
birthdays corresponding to the alive individuals’ birth data. We
extracted the birth data from the public profiles of 621 students at
a North American university. We then interpolated our sample’s
birth data with the patterns estimated from DMF records, and then
predicted the formers” SSNs. We verified the accuracy of our
predictions against the subjects’ actual SSN data (from the Uni-
versity Enrollment services), using a secure, IRB-approved proto-
col that disclosed to us only aggregate prediction accuracy statistics.
We found that at parity of year and state of birth (and SSN
assignment), the test based on online social network data and the
DMF test produced comparable results: we accurately predicted
with a single attempt the first 5 digits for 6.3% of our sample,
composed mostly of individuals born in populous states before the
onset of the EAB program; almost one-third of those predictions
(which matched the target’s first 5 digits) fell within fewer than
1,000 integers from the target’s actual SSN. The DMF test slightly
outperforms the social networking site test, since self-reported
social network data about hometown and date of birth may be
inaccurate or, in fact, misleading. However, these findings confirm
that patterns extrapolated from deceased individuals’ SSNs in fact
can be used to predict the SSNs of living individuals based entirely
on public data.

Although inaccurate birth data or inability to run repeated
verification attempts are likely to lower prediction accuracies for
alive individuals compared with those we obtained for the DMF
set, various factors may actually increase prediction accuracies in
the real world. Access that criminals have to external data
sources with living individuals’ SSN, larger shares of population
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being born under EAB (and then, inevitably, populating the
DMF), and matched predictions or improved prediction algo-
rithms will conspire to augment the DMF analysis set, narrow the
group of testable SSN variations, and improve prediction accu-
racies. Furthermore, the averages we presented above should not
befog the finding that the SSN assignment scheme effectively
discriminates (in terms of higher identification risks) against
younger individuals born in less populous states. More importantly,
our extrapolations conservatively focused on individuals born be-
tween 1989 and 2003: to those, one should add all individuals born
after 2003 who continue to receive SSNs under the current assign-
ment scheme [being a minor is no shield against identity theft (35);
some lenders give accounts to individuals with no credit history
(21)]. Unlike data breaches, which are local threats (that is, specific
to the records contained within a certain database, however large
that may be), the predictability we observed is universal, in that
applies, in principle, to any current and future SSNs—unless their
assignment scheme is modified.

Conclusions

The predictability of SSNs is an unexpected consequence of the
interaction between multiple data sources, trends in information
exposure, and antifraud policy initiatives with unintended effects.
It exposes the privacy tradeoffs of information-disclosure policies
(36), reflecting the paradox of information “deemed useful to be
publicly available under the old transactions technology” but now
too available in a world of wired consumers (37). SSNs were
designed as identifiers at a time when personal computers and
identity theft were unthinkable; today, abused as authentication
devices (38), they enable an “architecture of vulnerability” (39), in
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which losses are incurred even in absence of fraud, because of costs
caused by attempts to defend, and exploit, the system.

A number of mitigating strategies can be considered. In the
short term, one of the least costly countermeasures would have
the SSA fully randomize the assignment scheme, abandoning the
matching of area numbers to states, and the sequential assign-
ment of serial numbers. [The SSA has recently proposed ran-
domizing part of the SSN assignment scheme—but only its first
3 digits (40).] These modifications would eliminate the statistical
predictability of newly assigned SSNs. However, they would not
do much to protect already existing SSNs.

To address those concerns, various recent legislative initiatives
have been focusing on removing SSNs from public exposure or
redacting their first 5 digits [see www.ncsl.org/programs/lis/
privacy/SSN2007.htm (33, 38)]. However, our results suggest that
such initiatives, although well-meaning, may be misguided:
Assigned SSNs cannot be revoked to avoid future fraud, exposed
data cannot be taken back, and the first 5 digits of an SSNs are
those, in fact, easier to infer. This leaves even redacted or
truncated SSN still predictable—and, therefore, still vulnerable.
Industry and policy makers may need, instead, to finally reassess
our perilous reliance on SSNs for authentication, and on con-
sumers’ impossible duty to protect them.
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